(CASE WESTERN RESERVE

Special Security Task Force
SUMMARY REPORT

October 2007



BACKGROUND INFORMATION

Following thetragedy at Virginia Tech, Interim President Gregory Eastwood established
a Specia Security Task Forceto review the university@ security policies and procedures
and our overall preparedness to react to a Smilar situaion. His specific chargeto the
Task Force was:

Toreview our university-widecrisis systems, toinform our community of
appropriateresponse and, if necessary, to develop additional meansto improve
safety while continuing to enhance the spirit of an academic campus.

TheTask Forceis comprised of membersrepresenting all areas of the campus

community. Interim President Eastwood appointed Dick Jamieson, VP for Campus
Services, to lead the Tack Force.

REVIEW PROCESS

At the Task Force@ initial meeting it was decided that the mogt effective approach would
beto create severa sub- committees focusng on key areas. The sub-committees and
specia focusareas were established asfollow:

Response Capability (L eader-Art Hardee)

Review the university@ current emergency resporse plans, training, staffing and
protocols with local law enforcement agendes to assess our current capecity to respond
to amajor Gxctive shooerOor similar typeinddent.

Communications (L eader - John Hachtel)

Review our current mechanisms for rapid communication of information both during and
after mgjor inddents. Examine variousalternaives and new technologies available to
enhance emergency communication capability.

Detection & Prevention (L eader s-Glenn Nicholls & Dean Patter son)

Review issues related to the university@ current processes for identifying potential
threats. Thisindudes coungling programs, internd disciplinary processes, awareness
and training assodated with identification of potential problems.



General Campus Security & Safety Programs (L eader-Don K amalsky)

Review of the university@ current general security and safety programs in order to
identify oppotunities for improvement and address any areas of concern.

OHIO COLLEGE CAMPUS SAFETY & SECURITY TASK FORCE

TheUniversity has aso paticipaed in the Ohio College Safety and Security Task Force
which was established by Governor Ted Strickland and led by Eric Fingehut, Chancellor
of theBoard of Regents. TheOhio Task Force has developed a preliminary set of
recommendaions both short term and longterm, which the Task Force (the University®)
has reviewed in conjundion with the development of its recommenddaions

The Ohio Task Force aso planned and coordinated a summit on Ohio campus

Security which was hdd on 8/1/2007. Several Task Force members represented Case

at the summit. Chancellor Fingerhut distributed a campussecurity and safety checklist at
the summit tha each ingitutionis expected to complete and return. Theuniversity

does currently comply with mog of theitems specified on the checklist and has efforts
undeway to achieve compliance with the bdance.

PRELIMINARY FINDINGS

Based on thework of the subcommittees, discussonsand review of variousrelated
materias, thefollowing preliminary findingshave been reached:

¥ Inddentssuch asthetragedy at VirginaTech are unpredictable and very difficult
to prevent, even when accepted security and safety best practices are in place.
Therefore, every effort should be madeto enhance our capability to effectively
respondto unpredicted emergendes such as active shooker stuaions

¥ Theuniversity® current program for managing Git riskOindividuds, the
Behavioral Risk Assessment Team approach, appears to be consstent with
current best practicesin thisregard. Programs to promote the detection and
reporting of potential threats need to be further developed.

¥ Theimpact of federa privacy laws (HIPPA, FERPA, etc.) ontheability of
ingitutionsto share information regarding potentia threats needsfurther
clarification to hdp ensure theflow of necessary information.



¥ Continuad enhancement of the university@ overal security program and
emergency respong capability are essential to being prepared to react to major
crisis situaions Therecent deployment of thenew CWRU Police Department
was very timely in heping to better postion the university® response capability.

¥ Inaeased awareness, training and communication within the campuscommunity
regarding emergency procedures and risk identification will bevery important in
hdping to prevent and respondto future inadents.

¥ Theability to providefor rapid communicationswith multiple platformsto reach
our condituents will need to be adoptd..

TASK FORCE RECOMMENDATIONS

Following is asummary of the recommendaionscovering each of the Task Force®
primary areas of focus Some of these recommendationshave already been implemented
or will beachievable in theshort term. Others will take longe to fully implement. Rather
than definethem as short term versuslongterm, the Task Force conduded tha all
recommendaionsshould be given equd priority and should beimplemented as soonas
possible subject to resource limitationsand other factors.

Response Capability

1. Take proactive stepsto enhance the university police & security forcesCtactical
responge capability with regard to active shoaer and/or major crime inddents.

2. Updae the University® overall emergency resporse plan to indudeadditiond
actionsstepsfor respons to active shooter stuaions Review and updde the
overall emergency respon plan as required.

3. Develop a campuswide Gafe shdterOprocedure to indudeinternd
classroon’meeting and other spaces. It is noted tha emerging consensusamong
security professiondsistha agenera QockdownOprocedure for most campuses
Isnot practical. Therecommended aternaive isto direct people to seek safe
shdter within buildingsduring active shooter situaions Perimeter lockdowns can
also bedeployed to control access to specified areas during emergency situaions

4. Plan and implement a major table top exercise smulating a mgjor shooing
scenaio to test updded respon plan.



5. Take stepsto enure tha theentire campuscommunity is made aware of the
university@ emergency respong procedures and of thar respective
respongbilitiesin variousemergency stuaions

6. Confirm radio communication interopeaability with primary campusrespons
agendes and investigae implementation Multi Agency Radio Communications
System (MARCS) to provideinteropaability with all public respon® agendes.

7. Create electronic and hard copies of building plans noting entrance/exits, building
systems (water, gas. eectric, HVAC, network etc) security & fire systems and
other pertinent information for respondes in an emergency.

8. A busness continuity plan needsto be developed to suppot recovery and
sudaining of university opeationsove an extended period.

Communication

1. Thecommunication committee reviewed and endarsed the University@
Emergency CommunicationsPlan. Theplan was updaed on May 21,2007andis
postional to befully integrated with the University@ overall emergency
management plan.

The committee recommendsthe Security Task Force also endorse the Emergency
CommunicationsPlan and accept itsincorparationinto the emergency
management plan. The committee also recommendsfurther review of the
communicationsplan following the adopion of any changes to current technology
and processes by which the university will communicate with the campus
community in acriss situaion.

2. Theability to providerapid, accurate communication to the university community
dunng amaor emergency isacritical component of effective emergency
management.

The committee recommendsthe university commit to the development and
utilization of a multi-layered, redundant system for rapid notification and
communications The committee further recommendstha this system indudeat
least thefollowing components:

' Informa Cast uangtheVOIP infrastructure for apublic address

capability.
' An SMS messaging protocol to send out mass alertsto sub<ribers.



I Utilization of university email for information disseminaionto all
university email accouns.

I Emergency websgte to provide a central location of accumulated
information.

' Low-tech solutionsinduding providing bull hornsto CWRU security, a
public PA system, and a plan to work with Student Affairs and Residence
Lifeon Residentia Hall communication plans

3. A successful interventionin acriss situaion may indudethe need for trandation
services.

The committee recommendsthe university commit resources to the development
and implementation of a daa base of university-based volunteers, fluentin
foreign languayes, to providetrandation services during emergency situaions

4. Provideon going survey of security communication policy and procedures.

Promote updaed security measures and resources available to the campus
community.

Detection & Prevention

1. TheProvod@ office currently coordinates a Behavioral Risk Assessment Team,
which bringstogeher the appropriate offices/administrators whenever potential
behaviora risks are identified amongfaculty, staff or students. The pumpo of
this program should be communicated to the campus community in order to
promote vigilance in the detection and reporting of patential risk situaions

2. Develop astrategy to provide the campuscommunities with general information
aboutmental health issues with emphasis onthetypes of mental health issues tha
may arisein a college community.

3. General Couns® office has researched the relevant laws and determined that
FERPA does not precludedisclosure and sharing of informationin connection
with an emergency when necessary to protect the health or safety of the
community. In addition, the General Counsel @ office has researched therelevant
legd issues tha faculty and administrators, while notimmunefrom liability,
should neverthdess benot liable for reporting their conaernsregarding a person®
behavior so longas they focuson tha person® condud and not uponan alleged
disability.

4. Establish awebdte link onour home pagefor faculty, staff, and students with
procedures regarding who to contact if they have concerns aboutanyon&s mental
heslth or emotiond stability. Establishment of a 24- hour (hot-lineOshoud aso
be congdered as a method of reporting.



5. There needsto bea mental hedth liaison for graduate and professiond schools
and a program created by University Counsling Services and University Health
Services to educate faculty advisors on prevention and detection.

6. Theeisaready in place abi-weekly student conagrns meeting to discuss
undegradude student conaerns comprised of Student Affairs, University
Housng, University Counsling Services, Disability Services, and Educationd
Services for Students, Multicultural Affairs, and Undegraduae Studies. There
needsto beasimilar process for graduae and professiond schools to readily
discuss students who may beraising conaernsin their schools or programs.

General Safety & Security Issues

1. Educaiond trainingregarding safety and security issues should beformalized and
become arequirement for faculty, staff and students asis the case with other
important topics such as Sexud Harassment, FERPA, etc.

2. Security and safety awareness should be enhanced througha variety of methods
induding Web broadcasts, attachment of safety remindasto all VOIP
telephones, bahroom poging of security and safety information, meeting and
classroompogingsof security and safety information, meeting and classroom
telephones, table top displays at events and dining hdls, video kiosks and
enhanced police/security web-site. A full-time crime preventiontraining officer
postion should be appointed to lead theimplementation of theforegoing
awareness efforts.

3. Areview of al university buildingsshould be conduded to determine which
facilities should have Oho firearm/weaponGsignsposted at the entrances. These
signsshould beingalled on the appropriate buildings

4. TheUniversity should continueto incorporate best practices with its overal
security program induding staffing, training and the expangon of security
technology in order to provide a soundbasis for the prevention and detection of
crimind activity.

¥ On-going investment in the phased expanson of both CCTV and access
control systems has provided enhancement of oveall security and our
ability to effectively monitor the campus
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