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Technology Immersion At CWRU

A The ITS Mission:

I To provide for the information technology
needs of the campus community

I Wedore al ways hepgegHt
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Local IT

A Your department may be supported by a local IT team
A Focus on issues specific to your administrative unit

A Check with your manager
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Information Security

A Safeguarding your access to data, resources and
systems

A Network and data security
I Data use policies
I Restricted data controls
I ldentity protection
I Network monitoring
I Firewalls
I Security awareness
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Information Security: Acceptable Use

A http://www.case.edu/its/policies.html
A Simplified:

I Use what you have permission to use & only in ways that you
have permission to use it

I Protect everything, including data

I Abide by all laws and rules

I Donot take more resources than
I Respect the privacy and personal rights of others

A You are accepting the policy terms & conditions each
time you log into network
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Information Security

A SSN Use Policy

I Limited use, only where required by law:

A Employment/Benefits, Tax, Financial aid
I Alternate Identifier: EMPLID

A 7-digit number assigned by HR

A Used on ID Cards, for student enroliment etc.

A Different than your Single Sign-On / CWRU Net ID
I Identity Finder software

A Install and run regularly
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Information Security

3 Information Categories
i Public
I Internal Use Only
I Restricted

A Never share restricted

Information online (post publicly
or via email)
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Examples: Public Information

A Public Directory data
I Name, email address, phone number
I job title
i Student ID, EMPLID

A Published professional reports

A Blog entries, news

A Course schedules, academic calendar

Most of the information handled by
the university is Public Information
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Examples: Internal Use Information

A Academic materials
I content restricted to students in the class

A University financial and accounting data
A Administrative information

A FERPA suppressed directory information
I Federal Educational Rights and Privacy Act
I Protects student records
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Examples: Restricted Information

A Pl (personally identifiable information)

A Salary, income, net worth information

A HR performance evaluations

A Credit Card data and transactions

ASSNO6s and Names in the same

A Legal implications - disclosure of restricted data are
always security incidents

Never share restricted information
online (post publicly or via email)
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Voice Over IP Technology

A All campus phones are VoIP
I Allows voicemails to be converted and delivered to a users email
I Do not to leave sensitive info in a message
A it can be forwarded through email
A Requires special setup
I Call the Help Desk
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Your CWRU User ID

A Single Sign-On (SSO) / Net ID different than EMPLID
A CWRU Net ID used for:

I Emalil

I ERP Systems
I Software Center
I Blackboard

A 3 initials of your name in lowercase letters

I Same initials? Number is added to end

i No middle initial? An nAaxo wil/l
A Examples: rjh, pxr2, las5




